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MOAINCh pacirdpoBKa HOANUCH

HoauTnka 3a1MTBI HHPOPMALUHA
MB/JOY r.Acrpaxanu Nel26

OmnpenesieHus

3amuTa uHGOPMaNUM - ACATEIHHOCTh, HAMPABICHHAs HAa MPEJAOTBpAICHUE YTEUKH 3allMIIaeMOn
nH(OpMAlNY, HECAHKIIMOHUPOBAHHBIX W HEMPEJHAMEPEHHBIX BO3JCHCTBHIA Ha 3allUIIACMYIO
nHpopMaIuo;

HNudopmanusn - ceenenus (cooOIIeHNs, JaHHBIC) HE3aBUCUMO OT (POPMBI UX MPEIACTABICHUS;
HNudopmanusi orpaHM4eHHOro JocTyna - wuHQOpMAIMs, IOCTYI K KOTOPOHl OrpaHHYeH
benepanbHBIMU 3aKOHAMU;

HNudopmanuonnasi cucreMa - COBOKYITHOCTb coJepikamieiicss B 0a3zax JIaHHBIX WHGOpMaluu U
o0ecrneunBarInX ee 00padoTKy MHPOPMAITMOHHBIX TEXHOJIOTHIH U TEXHHYECKUX CPE/ICTB;
KonduaenunanbHocts uHpoOpManmum - o00s3aTeNbHOE JJIS BBINOJHEHUS JUIOM, MOJYYUBIIMM
JOCTYIl K OMPEICIICHHON MH(pOpMaIuu, TpeOOBaHWE HE IMepelaBaTh TaKyl0 HH()OPMAIMIO TPETHUM
nunaM 0e3 corjacus ee o01amaTens;

OobaagaTenb HHpOpPMALMH - JIUIIO, CAMOCTOSITEILHO CO3/1aBIee HHGOPMAIIHIO MO0 TOJIyYHUBIIEe Ha
OCHOBAaHUHU 3aKOHA WM JOTOBOpA MNPaBO pa3pellaTh WIM OrpaHUYMBATH JIOCTYH K HH(pOpMAIHH,
OTIpE/ICIIAEMOM 110 KaKUM- JIM0O IMPU3HAKAM;

Ilepconanbuble naHHble - Jr00as uWHGOpMAIKs, OTHOCAMIAsICS K  OMNpPEACNIEHHOMY WM
OTpe/ieNIIeMOMY Ha OCHOBAaHUM Takoi MHMopManuu (u3nueckoMy JHIy (CyOBEKTYy MepCOHANBHBIX
JTAHHBIX).

O003Ha4yeHNs U COKpALLEHUS

JOY- MBJIOVY r. Actpaxanu «Jlerckuii cax Nel26x;

KU - KondunenuuansHas nHpopManus;

MDD - MexceTeBol JKpaH;

HCJI - HecanKIITMOHUPOBAHHBIN J10CTYII;

C3MU - Cucrema 3amuThl HH(GOPMAIHH;

CK3MU - CpencrBo kpunrorpaduyeckoi 3aiiuThl HHOOPMALINN;

Cp3U - CpenctBo 3auuThl HH(OPMALIHH;

®DCB Poccuu - OenepanbHas ciryxb6a 6e3onacnoctu Poccuiickoit @enepanni;
®CTIK Poccun - DenepanbHas ciyk0a Mo TEXHUYECKOMY U SKCTIOPTHOMY KOHTPOITIO.

1 O01mme moJI0KeHUs

1.1 Hacrosimas Ilomutrka siBIsieTcsi JOKYMEHTOM, JOCTYIHBIM BceM coTtpyaHukaM JIOY u Bcem
MOJIb30BaTeNsIM ero pecypcoB. IlpencraBnser coboi opuUIMAIBHO MPHUHATYIO pykoBoAcTBoM JIOY
CHUCTEMY B3IJIS0B Ha oOecnieueHne nHpopmarmonHon 6ezonacuoctu B JIOY.

1.2 . OcHoBHOW 3amadyeidi B oOmactu uHPopMaunoHHON Oe3omacHoctn JIOY  mpusHaer
COBEpIICHCTBOBaHWE MEp U  CpeACTB  obOecrneueHUs  MHPOPMAIMOHHON  0e30macHOCTH
nHpopMaMoHHBIX pecypcoB JOY B KOHTEKCTE Pa3BUTHA 3aKOHOAATENbCTBA U HOPM PETYIHUPOBAHUS
MH(OPMALIMOHHON AESITETbHOCTH.

1.3 B pamkax cBoeii pestenbHoctu JIOY 00s3yercss mpearnpuHHUMaTh BCE BO3MOXKHBIE MeEpbI IS
3aIUThl UHQOPMALMK OT pUCKa IPUYUHEHUS Bpena, YObITKOB U yiiepOa, BO3HUKAIOLIUX B pe3yjbTaTe
peanu3anuu yrpo3 HMHGOPMAIMOHHOM O€30MacHOCTH WM JAPYIMX NPOTUBONPABHBIX JEHCTBHIM,
CBSI3aHHBIX C HapyleHneM nHpopMannoHHo# 6e3omacHoctu JOY.



1.4 TpeGoBanusi nHpopMaOHHONH Oe30macHOCTH, KOoTopble MpeabsaBisitoTes 1OV, cOOTBETCTBYIOT
nensMm aestenbHocTd JIOY u nmpeaHa3zHadeHsbl 711 CHIKEHUS PUCKOB, CBS3aHHBIX ¢ HH(GOPMAIIMOHHON
0€30MaCHOCTHI0, JI0 IPUEMIIEMOT'O YPOBHSI.

1.5 Peanu3anus ¥ KOHTPOJIb WCIIOJIHEHHsS TPeOOBaHMM, YCTaHOBICHHBIX HacTosied I[lomuTukoi,
OCYLIECTBISICTCA  PAaOOTHUKAMHM, OTBETCTBEHHBIMH 32 HH(OpPMAIMOHHYIO 0€30macHOCTh, B
COOTBETCTBHHM CO CBOMMH JOJDKHOCTHBIMHA WHCTPYKLIHUSIMH M JIPYTUMHU BHYTPEHHHUMH JOKYMCHTAMHU
JOVY no uHpOopMaIIMOHHON 0€301aCHOCTH.

2 Ieau 1 3ana4u obecnieyeHUus1 ”HGOPMALMOHHOI 0e30MaCHOCTH

2.1 Hensmu obecnieuennst nHbopmarmonHon 6ezonacHoct JJOY sBisitorcs:

- 3amuta wuHTepecoB JIOY, pabGOTHMKOB W HWHBIX CYOBEKTOB HH(DOPMAIIMOHHBIX OTHOILICHHH,
B3auMozeiicTByromux ¢ JIOY, oT BO3MOXXHOIO HaHeceHUs yiiepOa uX AesTEeIbHOCTH MOCPEICTBOM
CIIy4allHOTO WJM  IPEJIHAMEPEHHOIO0 HECAHKIMOHMPOBAHHOTO  BMEILIATENbCTBA B IPOLECC
¢GbyHKUMOHMpOBaHUS UMHPOpMauMOHHBIX cucreM JIOY, HapymeHus pabOTbl TEXHUYECKMX U
MPOTPaMMHBIX CPEIICTB, MPUBOIAIIETO K HEAOCTYIMHOCTH MH(OPMAIUH, Pa3TIIAlICHUI0, UCKAXKECHUIO,
YHUUTOKEHHUIO 3alUIaeMOi HH(OpMAIMK U €€ HE3aKOHHOMY HCII0JIb30BaHUIO;

- o0ecrieyeHHe YCTOWYMBOTO M KOPPEKTHOTO (DYHKIIMOHUPOBAHMSA NPOTPAMMHBIX M amllapaTHBIX
KoMnoHeHTOB JIOY U npeaocTaBisieMbIX CEPBHCOB;

- co0IIOIeHNE MTPABOBOTO PEKMUMA UCIIOIB30BAHUS MACCUBOB U IPOTpaMM 00padoTKH WH(GOpMAIIHH;

- IPEeI0TBpALLEHUE pealn3aluy yrpo3 0ezonacHocTu ais aestensHocta JJOY.

2.2 O6bexTaMu HHPOPMAITMOHHBIX TPABOOTHOIICHHUA SBIISFOTCS:

- nH($OPMALIMOHHbBIE PECYPCHI, B TOM UHUCIIE C OTPAaHUUYEHHBIM JIOCTYIIOM;

- mpoueccsl 00paboTku uHpopMamuu B HHPOpManuoHHBIX cuctemax JOY, wunbopmanmoHHBIE
TEXHOJIOTUH, PETJIaMEHThI U IIPOLe1yphl cOopa, 00pabOTKH, XpaHEHUs U Iiepeiau HH(POpMaLUH;

- uHbOpMAMOHHAA WH(PACTPYKTYpa, BKIIOUYAIONIA CHCTEMBI OOpa0OTKH, XpaHEHUS W aHaIW3a
uHpOpMalUY, TEXHUYECKUE U MPOrpaMMHBIE CpelIcTBa ee 00pabOTKM, Ieperayu U OTOOpakeHUs, B
TOM YHCJIe KaHaIbl HH()OPMAIIHOHHOTO OOMEHA U TeJICKOMMYHHUKALIUY;

- CHCTEMbl U CpEACTBa 3allUThl MHPOPMALUHU, OOBEKTHl M IMOMELICHHs, B KOTOPBIX pa3MeIleHb
XpaHWIKILA HHPOpMALUH.

2.3 CyObektamMu HMH(OPMAIMOHHBIX OTHOLIEHUN IpPHU HCIOJIB30BAaHUM HH(MOPMALMOHHBIX CHCTEM
JNOVY, 3auHTEepecOBaHHBIMU B 00ecriedyeHH HH(POPMAIIMOHHONW 0€3011aCHOCTH, SIBJISIFOTCS:

- IOV, xak cOOCTBEHHUK MHPOPMALMOHHBIX PECYPCOB U OIEpaTOp NEPCOHATIBHBIX JTAaHHBIX;

- pabotHuku mnonpasaeneHuit JIOY, kak mosip30oBaTeaM M MOCTAaBIIUMKM HMH(OpMalMM B
MH(POPMALMOHHbIE CUCTEMBI,

- opuauueckue M (uU3MUecKHe JIMIA, CBEIEHUS O KOTOPBIX HAKAIJIMBAIOTCSA, XpaHATCS U
o0pabatbIBatoTCsa B MHPOPMALMOHHBIX cucTemax JJOVY.

2.4 CyObexTbl THPOPMAIIMOHHBIX OTHOIIEHUI 3aHTEPECOBAHbI B 00€CTIEUECHUH:

- KOH(QUIEHIMATLHOCTH ONpeeIeHHON yacT HH(opMaIuu;

- LIEJIOCTHOCTH MH(OPMALINH;

- CBOEBPEMEHHOT0 JIOCTYTa K HE00X0AMMOW UM HH(pOpMaIIHH;

- 3aIIMTHI OT HABSI3bIBAHUS UM JIOKHOW (HEOCTOBEPHOM, HCKaKEHHOW) HH(pOpMAIUY;

- pa3rpaHU4YeHHs] OTBETCTBEHHOCTH 3a HApYLIEHHs 3aKOHHBIX NpaB (MHTEPECOB) APYTUX CYOBEKTOB
MH(OPMALIMOHHBIX OTHOLIEHUH U YCTaHOBJIEHHBIX MTPaBUII 0OpalleHus ¢ nHpopManuei;

- BO3MOXXHOCTH OCYIIIECTBJICHUSI HENPEPHIBHOTO KOHTPOJIA M YIPABJICHHUs MpolieccaMu 0OpaboTKU U
nepenayu HHGopmauy;

- 3alIUTHl COOTBETCTBYIOLIEH wYacTW WHGPOPMALMU OT HE3aKOHHOTO €€ THUPAXHUPOBAHUSA U
pacrpoCcTpaHeHMsL.

2.5 Jlns DOCTMDKEHUS LeNed 3aluThl U 0OecredeHus] yKa3aHHBIX CBOMCTB HMH(pOpMAIMM, CHCTeMa
oOecnieuenus uHpopmannonHoi Ge3zomacHocty JJOY nomkHa oOecrieunBaTh pEIICHUE CIETYOIINX
3aja4:

2.5.1 3ammTy OT BMeMIaTelIbCTBA B MpoLEecC (DYHKIMOHUPOBAHUS HHPOPMAIMOHHBIX CHCTEM
MIOCTOPOHHUX JIMI (BO3MOXKHOCTh HCIIOJIb30BaHUSI CUCTEMBI U JOCTYI K €€ pecypcam JOJDKHBI UMETh
TOJIBKO 3apEruCcTPUpPOBaHHbBIE TIOJIB30BATENHN).

2.5.2 PasrpanndeHue 10CcTyna 3aperucTpUpOBaHHBIX II0JIB30BATENEH K allllapaTHbIM, IPOrPaMMHBIM U
MH(OPMALIMOHHBIM pecypcaM HH(OPMALMOHHBIX CHCTEM (BO3MOXKHOCTbH JOCTYyNa TOJIBKO K TEM



pecypcaM M BBIIIOJHEHUS TOJNBKO TEX OIEpalii ¢ HUMH, KOTOpPbIEé HEOOXOAMMBI KOHKPETHBIM
MOJTH30BATEIISIM TSI BBITIOJTHEHUSI CBOUX CITY)KEOHBIX 00sS3aHHOCTEH ).

2.5.3 Peructpanuio M NEpPUOJUYECKHH KOHTPOJIb JEHCTBUI I0JIb30BATENEW IMpPU HCIOIb30BAHUU
3alIUIIAEMBIX PECYPCOB M MEPUOIUYECKUN KOHTPOJIb KOPPEKTHOCTH UX JIEUCTBUM.

2.5.4 KoHTpoib LEIO0CTHOCTU (0OecreueHre HEM3MEHHOCTH) Cpelbl MCIOJHEHUSI MporpamMm U ee
BOCCTAQHOBJICHHE B Cllyyae HapyILIECHUs.

2.5.5 3ammTy OT HECAHKIIMOHUPOBAHHON MOAU(UKAIIMKE ¥ KOHTPOJIb IEIOCTHOCTH HCIOJIB3YEMBIX B
JIOY mnporpaMMHBIX CpPEICTB M JaHHBIX, @ TaKXe 3aIlUTy OT HECAHKIMOHMPOBAHHOIO BHEIPEHUs
BPEOHOCHBIX IIPOTPAMM.

2.5.6 3amuty wHGOpMAIIMU OTPaHUYCHHOTO JOCTyINa, XpaHUMou, obOpabateiBacmoir B JIOVY, ot
HECaHKLMOHUPOBAHHOTO pa3IJIallleHHs] NI UCKa)KEHHUS.

2.5.7 OGecnieuenue ayTeHTH(HUKAIMK TIOJb30BaTENIel, YJaCTBYIOIIUX B MH(OPMAIMOHHOM OOMEHE
(moaTBepKIACHNE TMOAIMHHOCTUA OTIPABUTENS W IOJydaTelss MH(OpMaIuu), a TakKe OINpeneIeHue
aBTOPA IIPU CO3JIaHUM U MOAM(UKALUU HHDOPMALUH.

2.5.8 ObecneueHne HCIPABHOCTH TPHMEHsAEMBbIX B HHpOpManmoHHbIX cucremax [1OY cpexncts
3alIUThI UH(OPMALIHH.

2.5.9 CBoeBpeMeHHOE BBIABICHHE HCTOYHHKOB Yrpo3 Oe3omacHOCTH HWHGPOpMAlLWU, NPUYHH U
YCJIOBUH, CIIOCOOCTBYIOIIMX HAHECEHUIO yliepOa 3auHTEPEeCOBaHHBIM CyOBEKTaM HMH(OPMAIIMOHHBIX
OTHOIICHHWH, CO3/JaHWE MEXaHW3Ma OIEPATHBHOTO pEAarupoBaHUS HA yYrpo3bl OE30MMacCHOCTH
nHpopMaIuu.

2.5.10 Co3pnanue yciioBUM /11 MUHUMU3ALMKM HAHOCUMOIO yliep0a HelpaBOMEPHBIMU AEHCTBUSIMH,
ocnalieHue HEraTMBHOTO BIIMSHUSA U JIMKBUJALMS IIOCIEACTBUI HapyuleHus Oe30IacHOCTH
uHpopmanuu B JJOVY.

2.6 Pemenue BelmenepeuucieHHbIx 3a1a4 B JJOY ocymectsisercs:

2.6.1 Yuetrom Bcex MOANIEKAIINX 3aIUTE HHOOPMAITMOHHBIX PECYpCOB (KaHAJIOB CBSI3H, aIlllapaTHBIX U
IIPOrPaMMHBIX CPE/ICTB).

2.6.2 PernmamenTtanmeil mpomeccoB 00paOOTKM moanexamield 3ammre WHQOpMauu, IeHCTBHIA
pabotHukoB JIOY u nepcoHana, OCyLIECTBISAIONIEr0 00CIyKUBaHHE U MOAM(DUKALIMIO TPOrPAMMHBIX
U TEXHUYECKHX CpEACTB, HA OCHOBE YTBEPXKJCHHBIX OPraHMU3AlIOHHO- PaclOPSAUTEIbHBIX
JOKYMEHTOB I10 BoIlpocaM obecrieueHust HH(POpMalMOHHON 0€3011acHOCTH.

2.6.3 Ha3naueHueM M MOATOTOBKOW PabOTHUKOB, OTBETCTBEHHBIX 32 OPTraHU3AIMIO0 U OCYIIECTBICHUE
MEpONpUATHIA 0 oOecrieueHHI0 HH(pOopMaIMOHHOM Oe3omacHocT B JJOY.

2.6.4 HanenenneM Kaxaoro paOOTHHKA MMHMMAaJbHO HEOOXOAMMBIMH IS BBIIIOJIHEHUS UM CBOHMX
(GYHKIMOHATIBHBIX 00s3aHHOCTEH MOJIHOMOYHSAMU 1O AOCTYIY K MHPOPMALMOHHBIM peCypcaM.

2.6.5 3HaHMeM U CTPOTMM COOJIIOJIEHUEM BCEMH paOOTHUKAMH, HCHOJb3YIOIIMMH U
OOCITy’)KMBAIOIIMMHU ~ anmapaTHble M INpPOTrpaMMHBIE CpEACTBA, TPeOOBaHUI OpraHU3alMOHHO-
pacnopsAMTENbHBIX JOKYMEHTOB I10 BollpocaM o0ecnieueHrs HHHOPMAaIlMOHHONW O€30MacHOCTH.

2.6.6 IlepcoHanbHOM OTBETCTBEHHOCTHIO 32 CBOU ACUCTBUS KaXJOr0 pabOTHHKA, yYacTBYIOIIETO B
pamkKax cBouX (YHKIMOHAJIbHBIX O0OsI3aHHOCTEH B Ipoleccax aBTOMATHU3MPOBAHHOW 0OpabOTKHU
MHGOpMAaLUU ¥ UMEIOIIETo AOCTYH K pecypcaM HH(POPMALMOHHBIX CUCTEM.

2.6.7 Peanuzanueil TEXHOJOIMYECKHX MpPOLECCOB 0O0pabOTKHM HHGOpMAlUU C MCIOIb30BAaHHEM
KOMIIJIEKCOB OPTaHU3aIMOHHO-TEXHUYECKUX Mep 3alUThl IPOrpaMMHOT0 00ecrieueH sl, TEXHUYECKUX
CPEICTB U JTaHHBIX.

2.6.8 IlpunstHeM Mep Mo oOecreYeHu0 (QU3MUECKOW IENOCTHOCTH TEXHUYECKUX CpEeACTB
MH(OPMALIMOHHBIX CHCTEM U MOJAJEPKaHUEM HEOOXOAMMOIO YpPOBHS 3allMIIEHHOCTH HX
KOMITOHEHTOB.

2.6.9 Hcnonp3oBaHneM (QU3NYECKUX M TEXHUYECKHX (MPOTrpaMMHO-aNNapaTHbIX) CPEACTB 3alllUThI
pecypcoB IOV u aqxMUHUCTPAaTUBHOMN MOAAEPKKONW UX HCIIOJIb30BaHMUS.

2.6.10 KontposeM coOMIOAeHUS TMOJIb30BATENAMU HH(DOPMALIMOHHBIX CHCTEM TpPEOOBaHUU IO
obecrnieueHnto HHHOPMAIIMOHHOW OE30ITaCHOCTH.

2.6.11 KOpwuandeckor 3ammurToll uHTepecoB [JOY mnpu B3auMOAEHCTBUU C IOPUIUYECKUMH U
(¢U3MYeCKUMHU JTUI[AMHU OT MPOTHUBONPABHBIX U HECAHKIMOHWPOBAHHBIX ACUCTBUII CO CTOPOHBI ATHX
JIULL.

2.6.12 IlpoBenennem aHanmu3a 3()(HEKTUBHOCTU MPHUHATHIX MEP W NPUMEHSEMBIX CPEICTB 3allUThI
unpopmanuu B JIOY. Pa3paborkoii u peanusanuei npemioxeHuil no cosepueHcTBoBanuio C3U B
HOYV.



3 IlpuHuHMnbI odecnevyeHns HHPOPMALMOHHOM 0€30I1ACHOCTH

3.1 Ilpunyun 3akonnocmu

3.1.1 TIlpm BbIOOpe 3aIIUTHBIX  MEPONPUATHH, pealu3yeMbIX CHUCTEeMOHl  obecneueHus
nH(pOpMaIMOHHOM 0€30MaCHOCTH, JOIKHO COOTIOAATHCS ACUCTBYIOIICE 3aKOHOAATEIIBCTBO.

3.1.2 TIpuHsTHIE MEPHI 3AIIUTHI HE TOJHKHBI MPETATCTBOBATH JOCTYIY K 3alUINAeMON HHPOPMALIUU CO
CTOPOHBI TOCYAAPCTBEHHBIX WJIM MPABOOXPAHUTEIbHBIX OPraHOB, €CIU TaKOW JOCTYN HEOOXOAUM B
ClTy4asix, IpeayCMOTPEHHBIX 3aKOHOIaTEILCTBOM.

3.1.3 [IporpaMmMHO-TEXHHUYECKHUE Cpe/icTBa, TpuMeHsieMble B JIOY, 10KHBI UMETh COOTBETCTBYIOIINE
JUIeH3ud, opunuansHo npuodperathes 1OV y npencraButeneii pa3pabOTYNKOB 3TUX CPEACTB.

3.2 Ilpunyun cucmemnocmu

[Tpu mocTpoeHuu cucTeMbl obecriedeHus: HHHOPMAIIMOHHON 0e30MacHOCTH HEOOXOIUMO HPUMEHSThH
CUCTEMHBIH TMOJXO0Jl, KOTOPBIA MpeArnojaraeT B3auMMOCBA3b IPOLIECCOB OpPraHU3allMU 3allUuThI
uHpopmannoHHbIX pecypcoB JIOY, cornmacoBaHHOE NPUMEHEHHE METOJOB M CPEICTB 3allUTHI
nHpopManuoHHbIX pecypcoB JIOVY.

3.3 IIpunyun koopounayuu

3.3.1 Ilpu opranuzanuu IEHUCTBHH MO 00ECTICUCHHI0 MH(POPMAIIMOHHON 0€301aCHOCTH PYKOBOJCTBO
JIOY obecrieunBaeT YeTKYI0 B3aUMOCBSA3b COOTBETCTBYIOIIUX CTPYKTYPHBIX MOJpPA3ACICHUH MEXIY
co00ii, ¢ MpeACTaBUTEISIMU CTOPOHHUX OPTaHU3AlUN, OKA3bIBAIOLINX YCIYTH B PaMKaX JIOTOBOPHBIX
00513aTEIbCTB.

3.3.2 Ilpu mocTpoeHuUW, BHEAPEHUM M DKCIUIyaTallud CUCTEMBbI obOecrieueHus WH(OpPMAIMOHHOU
6e3onmacHoctu pykoBoacTBO JJOY obecnieunBaet ycioBus Wit 3h(HEeKTUBHONW KOOpIMHALINN IEHCTBUI
BCEX JIUII, 00eCcTieunBaOnX HHPOPMAIIMOHHYIO 0€30MaCHOCTb.

3.4 Ilpunyun opyscecmeeHHOCMU U RPOCHIOM bl

3.4.1 Cucrema obecneuenus nHpopmamonHnoit 6ezonacuoct B JJOY popmupyercst Takum odpazom,
9TOOBI C/IeNaTh MaKCUMAIBHO TPO3PAaYHBIMH JJIsl TOJb30Bareneid mHpopManuoHHbXx cuctem JIOY
MPOLIECCHI €€ PYHKITMOHUPOBAHHUS.

3.4.2 Cucrema obGecrieueHuss uHpopMannoHHod Oe3omacHocTH B JIOY BhICTpamBaeTcs TaKUM
o0pa3oM, 4yTOOBI OrpaHUYECHHS] OPraHMU3AIMOHHOTO M TEXHHUYECKOrO XapaKTepa, HajaraeMble Ha
corpynaukoB IOV B cBsi3u ¢ peayiM3anueill 3alIUTHBIX Mep, CYIIECTBEHHO HE 3aTPYAHSIIN paboTy ¢
pecypcamu uHpopmanroHHsix cuctem JJOVY.

3.5 IIpunyun npeeenmusnocmu

Mepsl, npumensiemble JIOY ¢ nenbto obecnedeHuss HHGOpMaIMOHHON 6€30MaCHOCTH, TOKHBI HOCUTh
VIIPEXTAOIMNN XapaKTep U HE JIOMYCKAaTh PeaTn3alii0 COOTBETCTBYIOIINX YTPO3 U aTakK.

3.6 Ilpunyun onmumanvoHOCIMU U MHOZ0YPOGHEEOCHU

3.6.1 BpIOOp enuHBIX NPOrPaMMHO-TEXHMYECKHUX CPEACTB C LENbI0 COKpAIlEHHsS pPACcXO0Jl0B Ha
CO3JIaHHE U MOAJIEPKKY (PYHKLIIMOHUPOBAHUS KOMIIOHEHTOB CUCTEMBbI 00ecredeHns: HH(OpMaIIMOHHON
0€30MMacCHOCTH.

3.6.2 IlpumeHeHne pa3HOPOAHBIX MPOTPAMMHO-TEXHUYECKUX CPEJICTB 3aIIUTHI, C LEIbI0 MOCTPOEHUS
LIEJIOCTHOW cHucTeMbl oOecrieueHus MH(OPMALMOHHONW O€30IacHOCTH W YCTPAHEHHUS BO3MOXKHBIX
YA3BUMOCTEM.

3.6.3 Wcnonp30oBanue ISl CO3/IaHMS Pa3HBIX pyOexkeil obecrneuenust nHGOpMAIMOHHOW 0€30MacCHOCTH
CPEACTB, KOTOpPblE HMEIOT CXOXKHE Jpyr ¢ JApyroM (QYHKIHMH, HO pa3paboTaHHbIE pa3IMYHBIMU
MIPOU3BOIUTEIISIMU M UMEIOIIINE PA3IMYHYIO JIOTHKY TIOCTPOCHUS 3allIUTHBIX MEXaHH3MOB.

3.7 Ilpunyun 3K0OHOMUYECKOU Ue1eCO00PA3HOCHU

3.7.1 OcymiecTBaeHne OIEHKA YPOBHS 3arpaT Ha oOecreueHne O€30MacHOCTH, IIEHHOCTH
MH(OPMAIMOHHBIX PECYpCOB M BEIUYMHBI BO3MOXHOro ymiepba mns JOVY B cinywyae HapylieHus
KOH(HICHIIMATHFHOCTH, IIEIOCTHOCTH M JJOCTYITHOCTH HH()OPMAIIHOHHBIX PECYPCOB.

3.7.2 Bopibop HEOOXOAMMOrOo W JIOCTaTOYHOIO YPOBHS 3aIIUThl MH(POPMALMOHHBIX PECYpPCOB, MpPHU
KOTOPOM 3aTpaThl, PUCK U Pa3Mep BO3MOXKHOTO yIepOa sIBIISIOTCS] IPUEMIIEMBIMHU.

3.8 Ilpunyun nenpepvignocmu u HEOONYCMUMOCHU OMKPBLIMO20 COCMOAHUA

3.8.1 Cucrema obOecrieuenus uHpopmanmoHHo Oe3zomacHoctd B JIOY cTpouTcs Takum oOpa3om,
4yToOBI mpoluecc 3amuThl HHGopMaMOHHBIX cucteM JIOY  oCyIIecTBISUICS HENpephIBHO U
IeJICHAIPABJICHHO Ha MPOTSHKEHUU BCETO KU3HEHHOTO IUKJIAa HH()OPMAIIHOHHBIX CHCTEM.

3.8.2 Cucrema obGecnieueHus: nHpopMmannoHHoi Oe3omacHocTd B JJOY mpu m0OBIX BO3HUKAOIINX
00CTOSITENHCTBAX MO0 MOTHOCTHIO BBHIIOIHSAET CBOU (DYHKIUH, TUOO MOJTHOCTHIO OJOKUPYET JOCTYII.
3.9 IlIpunyun npogeccuonanuzma



3.9.1 IlpuBneueHue s pa3pabOTKH W BHEAPEHHsSI CHCTEMBI oOecnedeHus HHGOPMAIOHHON
0e30macHOCTH, npu HEOOXOIMMOCTH, CreIUaTu3UPOBAHHBIX opraHu3aIui, Hanboee
MOJITOTOBJICHHBIX K KOHKPETHOMY BHJY JIESTEIBHOCTH M MMEIOUIMX COOTBETCTBYIOLIME JIMIICH3UU HA
BBITIOJTHEHUS pa0OT U MPAKTUYECKUH OMBIT B TAHHOW 00JIaCTH.

3.9.2 Opranuzanus npo(hecCHOHATBFHOW IMOATOTOBKM CBOMX pPa0OTHUKOB [UIS OKCIUTyaTaluu
KOMITOHEHTOB CUCTEMbI 00ecrieueHus: HH(HOPMalMOHHON O€3011aCHOCTH.

3.10 Ilpunyun eévibopa pewienuii 3auyumaol

3.10.1 OpueHTanusi Ha TPUMEHEHUE COBPEMEHHBIX BHICOKOTEXHOJIOTUYHBIX PEUICHUN U MPOrPaAMMHO-
TEXHUYECKHX CPEJICTB 3alUTHI, XOPOIIO 3apEKOMEHJOBABIIMX Ce0sl, MHTYUTUBHO TOHSITHBIX U HE
CJIOKHBIX B 9KCILTyaTalllu.

3.10.2 Mcnonb30BaHue OLICHKH CTETIEHN KOPPEKTHOCTH ()YHKIIMOHUPOBAHUS U MCIIOTHEHUS 3alIUTHBIX
GbyHKIUH, OTKAa30yCTOMYMBOCTH, MPOBEPKU  COIMVIACOBAHHOCTH  KOH(MUTYpalMu  pa3iHyHBIX
KOMIIOHEHTOB ¥ BO3MOYKHOCTHU OCYIIECTBJICHUS LEHTPAJIM30BAaHHOIO aJMUHUCTPUPOBAHUSA IPHU
BBIOOpE pellieHUH 10 3auTe HHPOPMAIIMOHHBIX CHCTEM.

3.11 Ilpunyun pazeumusn

3.11.1 Pa3BuTue W OOHOBJICHHE Ha PETYJSIPHOH OCHOBE CYIIECTBYIOIICH CHCTEMBl OOCCIICUCHHS
MH(POPMAIIMOHHOHN 0€301MacHOCTH.

3.11.2 OpueHrtanusa Ha NOPEEMCTBEHHOCTb IPUHATHIX paHee PEIICHWM MO 3alluTe, Ha aHaJlIu3
(byHKIMOHMPOBaHUS MH(OOPMAIIMOHHBIX CUCTEM M CaMOW CHCTEMBI oOecredeHus HH()OPMAIMOHHON
0€30MMacHOCTH.

3.12 Ilpunyun nepconanbHoil OMEEeMCMEEHHOCIMU U Pa30eneHus 00A3aHHOCmell.

3.12.1 PykoBoacteo IOV ompenensieT npaBa U OTBETCTBEHHOCTh Ka)KJJOTO KOHKPETHOTO pabOTHHKA (B
mpeenax ero JOJDKHOCTHBIX OOs3aHHOCTEH) 3a obOecriedeHue Oe30MacHOCTH HH(GOPMAIIMOHHBIX
pecypcos JIOV.

3.12.2 Cucrema obGecneuenus: uHpopmanronHoi oOe3omacHoctu JIOY obecneunBaeT pasaeieHue
MOJIHOMOYUI B HMH(POPMAIMOHHBIX CHUCTEMaX, OO0s3aHHOCTE U OTBETCTBEHHOCTH MEXIY
pabOTHHKAaMH, MCKIIIOYAIOIIEe BO3MOXHOCTh HAPYIICHUsI KpUTHUYECKH BaXHBIX st JIOY mpomeccos
WM CO3[IaHMs YSA3BUMOCTEH B 3alIUTe UH()OPMALIMOHHBIX PECYPCOB.

3.13 Ilpunyun munumu3zayuu npueuIecull noab308ame’ell

ObecrieyeHne Monb30BaTeNedl MPUBWIETHSIMH MHUHHUMAJIbHO JOCTATOYHBIMH JIJISl BBINOJHEHUS WUMU
cBoux ¢yHkuui B JIOY, B COOTBETCTBUM CO CBOUMHU JOJIKHOCTHBIMU O0SI3aHHOCTSIMU.

4 .30HbI OTBETCTBEHHOCTH YYACTHMKOB Npoiecca odecrevyeHus HHPOPMaMOHHOH 0e30aCHOCTH
4.1 Pykoeoocmeo /10Y

4.1.1 Coznaer ycnoBus, IPU KOTOPBIX Kakbli paboTHUK OV 3HaeT cBou 00S3aHHOCTH U 3aJa4Hl B
OTHOLICHUH HH(POPMAIMOHHBIX PECYpPCOB M OOecleuyrBaeT Hajluuyue HEOOXOJUMOro pa3JesIeHus
(GYHKIWN ¥ TOTHOMOYHWH B LEJSIX HEMOMYIIEHHUS KOH(IMKTa HHTEPECOB.

4.1.2 Haznayaer paOOTHHMKOB, OTBETCTBEHHBIX 3a Co3/aHHe U ucnojib3oBanue C3U, unpopmanmu
oOpabatsiBaemoii B JIOY, peanuzanuio mporeccoB odecrneueHusi nHOOpMaImOHHOM 0e30MMacHOCTH, a
TaKXe UX KOHTPOJIS.

4.1.3 OGecnieunBaeT JOCTATOYHYIO YMCIECHHOCTh M KBaJIM(UKAIMIO NEpCOHANa, OTBETCTBEHHOIO 3a
MOCTPOCHHE U MOJIepKaHue MPOLECCOB o0ecrnieueHHst UH(OPMAIMOHHON 0€3011acHOCTH, BHEAPEHHUE U
ynpasienne C3U, a Taxke KOHTPOJIb U MOHUTOPHHT TEKYIIETO0 COCTOSHHS CHUCTEMBI 0OecreueHus
uHpopmannoHHoi 6e3zonacHocTu JJOY.

4.1.4 Maunuupyer, OCYIIECTBISET MNOLAEPKKY M KOHTPOJUPYET BBIIIOJHEHHE BCEX IPOLECCOB
obecnieuenus nHpopmanmoHHou 6e3omnacHoctu B JIOY.

4.1.5 Anammu3upyer pe3ynbTaThl paboT Mo obecrieueHno MHGOPMAITMOHHONW O€30MacHOCTH M Ha HX
OCHOBE NMPHHUMAET PelIeHHs] 0 HEOOXOIUMOCTH Pa3BUTHs CUCTEMBbI oOecrieuyeHus WH(GOpMAIIMOHHON
0€30MacHOCTH, €€ Pa3BUTHSA, O BO3MOXXHOCTH MPHUHSATHS OCTATOYHBIX PHUCKOB HH(MOPMAIIMOHHOMN
0€30IacHOCTH, O BBIACTICHUH PECYPCOB, HEOOXOIUMBIX I peanu3auuu [loauTuku nHpopMaMoHHON
0€301acCHOCTH.

4.2. Pabomnuxu J[OY

4.2.1 CoOmogatoT ¥ BBINONHIIOT TpeboBanus IloauTukn wWHGOPMAMOHHON 6€30MacHOCTH,
COOTBETCTBYIOLIMX JIOKAIBHBIX akToOB, JokymeHToB JIOY mo Bompocam uH(pOpMAIMOHHON
0€301MacHOCTH.

4.2.2 CoOmoatoT KOH(UICHINAIBHOCTh JaHHBIX, TOCTYI K KOTOPHIM OBLT MU TOJTYYEH.



4.2.3 OGecnieunBaioT (HU3NYECKYI0 0€30MacCHOCTh BCETO0 TEXHUYECKOTro 0OOpYyIOBAaHUS M HOCHTEIEH
nH(pOpMaIn1, UCTOJIB3yeMBbIX B paboTe.

4.2.4 He pnomyckaroT €aMOBOJIBHOTO IOJKJIIOYEHHS M MCIOJNb30BaHUS B aBTOMAaTHU3MPOBAHHOU
WH(POPMAIIMOHHON CHUCTEME JIMYHOTO KOMIBIOTEPHOTO W MHUGPOBOrO OOOpPYAOBaHHS, a TaKkKe
HOCHTENEH HHPOPMAITIH.

4.2.5 He pnomyckaroT CaMOBOJBHYIO YCTaHOBKY IIPOIpPaMMHOIO OOecHeueHHsl Ha KOMIIbIOTEpHI,
BXO/ISIIIIME B COCTaB HH(POPMALMOHHON CUCTEMBI.

4.2.6 CBOEBpEeMEHHO MH(POPMHUPYIOT PYKOBOAMTENSI CBOErO CTPYKTYPHOIO IOJApa3ieieHUs O BCeX
cllyyasix HapymeHus HH(OPMAIMOHHONW O€30MacHOCTH M O BCEX BBIABICHHBIX COOsSX B pabore
IIPOrpaMMHBIX M ITPOrPaMMHO-AIIAPATHBIX CPEJICTB.

4.2.7 TIpoSBISAIOT OCMOTPUTENILHOCTh B OTHOIIECHHH JIIOOBIX NEHCTBUN, KOTOPBIE MOTYT IMOBIICYH 32
co0oli cHMXKEHUE YPOBHS MH(POPMAITMOHHOM 0€301MacHOCTH.

4.3 Cmoponnue gpuzuueckue u ropuouuecKue iuya

CoOnromaror  © BBIIONHAIOT  TpeOoBaHusa  [lonmuTuku  MHPOpPMAMOHHOW  G€30MacHOCTH,
COOTBETCTBYIOIIUX JIOKAJIBHBIX aKTOB U JOKyMeHTOB JIOY u npyrux pacnopskeHUil pyKOBOJICTBA 110
BOIpPOcaM MH()OPMAIIMOHHON 6€30I1aCHOCTH IIPU UCITIOJIHEHUH JJOTOBOPHBIX 00s13aTEIbCTB

5. OcHoBHBIE TpPeOOBaHUS N0 3alMTe MH(POPMALMH OTPAHUYEHHOTO0 10CTYIIAa

5.1 Obuwgue mpeovosanusn

5.1.1 B IOY Heo0xoauMo coOmo/aTh PEeKUM 0€30MacHOCTH, NMPEeAyCMAaTPUBAIOIIMI pean3aluio
OpTaHU3aIMOHHO-TEXHUYECKUX MEPOIPHUSATHIA, HAIIPaBJICHHBIX Ha o0ecrieyeHre KOH(UICHIINAIEHOCTH
uHpoOpMalMY, JOCTYH K KOTOPOHl OrpaHMYeH B COOTBETCTBHM C TPeOOBAHUSMH 3aKOHOJATEIbCTBA
Poccuiickoit ®enepanuu.

5.1.2 B IOV ocymiectiasiercs 00paboTka U XpaHeHue MH(pOpMauy OrpaHMYeHHOT0 A0CTyNa (A0CTyI
K KOTOPO# orpaHuueH (eaeparbHbIMUA 3aKOHAMH U CITYKeOHOM HE00XO0AUMOCTHIO).

5.1.3 B 1IOY nomxkeH ObITh pa3paboTaH nepedeHb HHPOPMALUU OIrPaHUYEHHOTO J0CTYIIA.

5.1.4 10V, xak obnanatens nHGOPMAIMKA OTPAaHUYSHHOTO JOCTYIIA, TPU OCYIIECTBICHHUHN CBOUX TpaB
00s13aHoO:

- coOrO/IaTh TpaBa U 3aKOHHBIE HHTEPECHl MHBIX JIMIL;

- IPUHUMATh MEPBI 110 3aIUTe HH(POPMALIUH;

- OrpaHWYMBATH JOCTYN K HMH(OpPMAIUHM, €CIM Takas OOsS3aHHOCTh yCTaHOBIEHa (enepaTbHBIMU
3aKOHaMH.

5.1.5 10V, kak obGmagaTtens MHPOpPMAMM OTPAHUYEHHOTO JOCTYIA, €CJIM MHOE HE MPEeayCMOTPEHO
(benepanbHBIMU 3aKOHAMU, BIIPaBe:

- paspemaTh WJIM OTPaHUYMBATH JOCTYN K HH(OpMAIMH, ONPEAETSATh MOPSIOK U YCIOBHS TaKOTO
JOCTYyIa;

- CTIOJIK30BaTh MHPOPMAIIMIO, B TOM YHCIIE PACTIPOCTPAHSATH €€, TI0 CBOEMY YCMOTPEHHIO;

- epesiaBaTh HHPOPMALIMIO APYTUM JIMIIAM Ha YCTaHOBJIEHHOM 3aKOHOM OCHOBAHUU;

- 3alMIIaTh YCTAHOBJICHHBIMHM 3aKOHOM CIIOCOOaMHU CBOM IMpaBa B CIyyae HE3aKOHHOTO MOJy4eHUs
MH(pOpMAIIUY WK €€ HE3aKOHHOTO MCII0JIb30BaHNs HHBIMU JIUIAMU;

- OCYILECTBISATh MHBbIE JEUCTBUSA C MH(pOpPMALMEl WM pa3peniarh OCYIIECTBICHHE TaKUX JEHCTBHIA,
€ClI 3TU JACUCTBUS HE MpOTHBOpeuaT (eaepanbHbIM 3aKOHAM M JIPYTMM HOPMAaTHBHO-IPABOBBIM
aKTaM peryJsTOPOB.

5.1.6 1OV, aBnssicy obnanareneM HHPOPMALUK OTPAaHUUYEHHOTO JIOCTYIA, B CIyJasiX, yCTaHOBJIEHHBIX
3aKoHOAaTeNLCTBOM PD, 0043aH0 00€CIIEYHTE:

- npepotBpamienne HCJl k nundopmaruu u (WIm) neperayu ee JuiaM,He UMEIOIUM IIpaBa Ha JOCTYII
K uH(opmanuu;

- cBoeBpeMeHHoe oOHapyxeHue gpaktoB HCJl k nnpopmanuu;

- HEJONYyIeHHE BO3JCHCTBUS Ha TEXHHUYECKHE CpEICTBA 00pabOTKM WHpOpMamuu, B pe3yibTare
KOTOPOT'0 Hapymaercs ux GyHKIHOHUPOBAHUE;

- BO3MOJKHOCTH PETJIAMEHTHPOBAHHOTO BOCCTAaHOBJICHHsS WH(POpPMAINU, MOAH(PHUIMPOBAHHON WITH
YHUYTO)KEHHOW BCJIEJICTBHE HECAHKIIMOHUPOBAHHOT'O JIOCTYIA K HEl;

- TOCTOSIHHBIN KOHTPOJITh 32 00eCIIeYeHHEeM YPOBHS 3aIIUIIIEHHOCTH HH()OPMAIIHH.

5.1.7 3ammra uHOpMAIMK OrPaHUYEHHOIO JIOCTYyIa IMpPEJICTaBIsAeT COOOW NPHUHATHE NPABOBBIX,
OpTaHU3AIMOHHBIX U TEXHHYECKUX Mep, HallPaBJICHHBIX Ha:



- coOmoneHne KOH(PHUICHIMAIBHOCTH HWHPOpPMauu (MCKIIOUYEHHE HEMPAaBOMEPHOIO JIOCTYIIA,
KOIIMPOBAHUs, IPEIOCTABICHUS WA PACIPOCTPaHEHUs MH(OpMaIUK);

- obecrieueHne MEIOCTHOCTH HHGpopManuu (UCKIIOYEHHE HENPAaBOMEPHOIO YHUUTOXCHHS MU
MoaubuIUpoBaHUs HHPOpMAIUN);

- peanM3alMI0 TpaBa Ha JOCTYN K HH(pOpMAMH (MCKIIOYEHHE HEMPABOMEPHOrO OJOKMPOBAHUS
nHpopManun).

5.2 Opzanuzayus 3augumel KOHUOeHYUANLHOU UHPOpMayuu

5.2.1 Ilpu opranmzamuu B JIOY 3amutbl MHpOpMANuUU OTrpaHUYEHHOIO JOCTyNa, HEOOXOIUMO
PYKOBOJICTBOBaThCSl TpeboBanmsiMu DenepanpHoro 3akoHa ot 27.07.2006 Ne 149-®3 «O6
uHpopMalnuy, HHPOPMALMOHHBIX TEXHOJOTHAX U O 3amure uHpopmauun» 1 denepasbHOro 3aKoHa
ot1 27.07.2006 Ne 152-®3 «O nepcoHaIbHBIX JAHHBIX», KOTOPHIE PETYIUPYIOT OTHOUIEHMS], CBSI3aHHbIE
C YCTaHOBJIEHHEM, U3MEHEHHUEM U IIPEKPAIEHUEM pekuMa 00paboTKH 3aIluIaeMoil HHPOpMaLUK.
5.2.2 B JIOY Heo0xoauMo coOMI0IaTh peXUM 3aIUThl KOHQUACHIMAIBHOW MHpOpManuu (nanee —
KN):

- orpanuuenue nocryna k KW, myrem ycraHoBieHust nopsaka oOpamieHust ¢ 3Toid MHpoOpManuei u
KOHTPOJIA 32 COOJII0AEHUEM TaKOT0 MOPSIKA;

- yuyer suu, momyyuBmMX goctyn k KW, um (wnm) num, KOTOpbIM Takas wuHpopMmamus Obuia
[IPeOCTaBIIeHa UM MIepejaHa;

- peryimpoBaHHE OTHOIIEHUH Mo ucmonb3oBaHuio KM, ¢ paboTHMKaMH Ha OCHOBAaHUHM TPYIOBBIX
JIOTOBOPOB U KOHTPareHTaMu Ha OCHOBaHMM I'PaXkJaHCKO-IIPABOBBIX JOTOBOPOB;

- HCIIOJIb30BAaHHUE MaTEpHAIbHBIX HOcUTeneu, coaepxkaumx KM B COOTBETCTBUM C yTBEPKICHHBIM
HOPSAAKOM, UCKITIOYAIOIUM HECAaHKIIMOHUPOBAHHBIM JOCTYI K HUM.

5.2.3 ns obecneuenust 3ammtel KW JIOY BopaBe mMpUMEHSTH CPEIACTBA M METOABI TEXHHYECKON
3alIUThI, IPEANPUHUMATE APYrUe, He IPOTUBOpEYAllle 3aKOHOAaTeNIbCTBY PD, Mepbl.

5.2.4 B nemsx oxpansl KU, B paMkax TpyI0BBIX OTHOIIEHH HEOOXOAUMO:

- O3HAKOMUTb IOJ] paclUCKy pabOTHUKOB, AOCTYI KoTopbiX K KM, Heo0X0o1uM /aj1sl BBIIOJIHEHUS UMHU
CBOMX CITY»eOHBIX 00s13aHHOCTEH, ¢ epeuneM KU, u ycranosienHsM B JIOY pexxumowm 3amuter KU,
a TaK)Ke MepaMy OTBETCTBEHHOCTH 3a €ro HapylleHUE;

- co3naTh pabOTHUKAaM HEOOXOJMMBIE YCIOBHUS JUIsl COONIOJICHHS] YCTAaHOBJICHHOTO PEXHMMA 3aIUTHI
KH.

5.2.5 Pabornuku JIOVY, o00s3aHbl BbINONHATH ycTaHoOBIeHHBIH B JIOY pexum 3amutel KU, He
pasrnamaTh MHGOpMaluio, coctapistoulyto KM, u He ucnosnp3oBarh 3Ty WHGOpPMAMIO B JIMYHBIX
LEJIsAX.

5.3 Ocobennocmu 3augumaol nepconaIbHbIX OAHHBIX

5.3.1 Ilpu opranuzanuu B JIOY 3amuThl NepcOHANbHBIX JAaHHBIX HEOOXOAMMO PYKOBOJACTBOBATHCA
TpeboBanusiMu @DenepanbHoro 3akoHa ot 27.07.2006 Nel52-®3 «O mnepcoHaIbHBIX JAaHHBIXY,
KOTOPBIM PErylupyeT OTHOLICHHUS, CBA3aHHbIE ¢ 00pabOTKON M XpaHEHHWEM NEePCOHAIBHBIX JAAHHBIX
rpaXJaH U orpeenseT TpeOoBaHMsI M0 3alUTe UX KOHPHUIESHIIMATILHOCTH.

5.3.2 IOV caMocCTOSATENBHO ONpEAEseT COCTaB U MepeuyeHb Mep, HEOOXOAUMBIX U JIOCTATOYHbBIX AJIS
obecriedeHus BBIOJHEHUs 00s3aHHOCTEH, peaycMoTpeHHbIX PenepanbHbIM 3akoHOM 0T 27.07.2006
Nel52-®3 «O nepcoHalbHBIX JaHHBIX» W HPUHITHIMH B COOTBETCTBUM C HHMM HOPMATHBHBIMHU
IIPAaBOBBIMU aKTAMH, €CIIU MHOE He npenycMoTpeHo denepanbHeiM 3akoHOM 0T 27.07.2006 Nel52-D3
«O mepcoHaNbHBIX TAHHBIX)» WIH IPYTUMH (QeepalbHbIMU 3aKOHAMH.

5.3.3 Ilepeuenr Mep, BBHINOJIHEHHE KOTOpbIX obOecneunBaer J[OY B KkauecTBe omepartopa
MEPCOHANBHBIX JaHHBIX, TOJKEH BKJIIOYATh:

- Ha3HaueHue B J/IOY OTBETCTBEHHOTO 3a OpraHU3alni0 00padOTKH NEPCOHANBHBIX JaHHBIX;

- uznanue J10Y noKyMeHTOB, ONPENENSIOMNX €€ MOJIUTUKY B OTHOLIEHHUH 00pabOTKU MepCOHATbHBIX
JAHHBIX, JIOKAJBHBIX aKTOB 10 BOINpPOCaM OOpabOTKM MEPCOHAIBHBIX JAHHBIX, a TaKXe JOKaJIbHbBIX
aKTOB, YCTaHABJIMBAIOIIMX MPOIEAYphl, HAlIpaBJICHHbIE Ha NMPEAOTBpAIllEHUE U BBISIBICHNE HAPYILIEHUN
3aKkoHonarenscTBa PO, ycTpaHeHUe NOCIEACTBUN TAKUX HAPYILIECHUN;

- MPUMEHEHHUE MPABOBBIX, OPraHU3AIMOHHBIX W TEXHUYECKUX Mep Mo obecrneueHuto 0e30MmacHOCTU
IIEPCOHANIBHBIX JaHHBIX B COOTBETCTBUHU cO cTaThell 19 denepanpHoro 3akona ot 27.07.2006 Nel52-
@3 «O nepcoHaIbHBIX TaHHBIXY;

- OIIGHKY Bpe€Ja, KOTOPBIH MOXET ObITh NPUUYMHEH CyOBbEKTaM MEpCOHAJIBHBIX JAaHHBIX B CiIydae
Hapymenus ®enepanpHoro 3akona ot 27.07.2006 Nel52-®3 «O mnepcoHaNbHBIX JIaHHBIXY,
COOTHOILICHHE YKAa3aHHOTO Bpela U NMPUHUMAEMBIX OIIEPaTOpOM MeEp, HAIIPAaBJICHHBIX Ha oOecreueHne



BBITIOJIHEHUS 0053aHHOCTEMH, MpeycMOoTpeHHbIX DeepanbHbiM 3akoHOM 0T 27.07.2006 Nel52-D3 «O
MEePCOHANBHBIX JaHHBIX);

- o3HakomJieHHE paboTHUKOB JJOY, HEMOCPEICTBEHHO OCYLIECTBISIOMNX 00pabOTKY MEepCOHAIBHBIX
NaHHBIX, C TIOJIOKEHUSIMU 3aKoHoAaTrenbcTBAa P® 0 mnepcoHaNbHBIX JaHHBIX, B TOM YHCIE
TpeOOBAHUSAMH K 3aLIUTE MEPCOHATBHBIX JAHHBIX, JOKYMEHTAMH, ONpEASSIomUMHI noauTuky ABP B
OTHOIIEHUU OOpabOTKM NEepPCOHANBHBIX MAHHBIX, JOKAJIbHBIMH aKTaMH IO BoIpocaM oOpaboTKu
MEPCOHAIBHBIX JAHHBIX U 00y4eHHE, IPU HEOOXOUMOCTH, YKa3aHHBIX PAOOTHUKOB.

5.3.4 JIOY npu oOpaboTKe NMEPCOHAIBHBIX JaHHBIX 00s13aHa MPUHUMATh HEOOXOJMMBIE IMPABOBHIC,
OpraHMU3alOHHBIE U TEXHUUYECKUE MEPHI WIIM 00eCIIeunBaTh UX IPUHITHE [ 3aLUTHI IEPCOHAIBHBIX
JaHHBIX OT HENPAaBOMEPHOIO WJIM CIy4alHOTO JOCTyNa K HHM, YHUYTOXCHHS, H3MEHEHUS,
OJIOKMPOBaHUs, KOMMPOBAHUS, MPEAOCTABICHHS, PACIPOCTPAHEHHS TIEPCOHAIBHBIX AAHHBIX, a TAKKe
OT UHBIX HEMPAaBOMEPHBIX JEHCTBHUI B OTHOLLIEHUH MEPCOHAIBHBIX JTaHHBIX.

5.3.5 Obecrnieuenre 6€30NMaCHOCTH EPCOHATBHBIX JTAHHBIX JOCTUTAETCS, B YACTHOCTH:

- OIpe/eseHHEeM YIpo3 M HapylIuTesned 0e30MacHOCTH MEePCOHANbHBIX JAaHHBIX MpU UX 00paboTke B
MH(OPMAIIMOHHBIX CHCTEMaX MepPCOHANBHBIX MaHHBIX (naee — MCII/IH);

- mposeneaueMm kiaccupukanuu HCIIH B cooTrBeTrcTBUM ¢ TpeOoBaHusaMH IlocTaHOBICHHS
[TpaButenscrBa PO ot 01.11.2012 Ne 1119 «O6 yrBepkaeHnn TpeOGOBaHMUN K 3aIIUTE NEPCOHATBHBIX
JaHHBIX MPU UX 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATIBHBIX JaHHBIX», U ONPEICICHUEM
kiacca 3amuinennoct ast UCTdH;

- TMPUMEHEHHEM OpPraHU3allMOHHBIX W TEXHUYECKUX Mep Mo olecnedeHnto 0e30macHOCTH
MEPCOHANTBHBIX JIAHHBIX MpHU uX o0padoTke B MCII/IH, HEOOXOAMMBIX IS BBIITOJIHEHUS TPEOOBaHUHN K
3alUTe TMEePCOHANbHBIX JaHHBIX, HWCIOJHEHHE KOTOpPHIX o0ecrneuynBaeT BbIOpaHHBIE YPOBHH
3alUIIIEHHOCTH NIEPCOHAIbHBIX IaHHBIX;

- MPUMEHEHHEM MPOIIEANINX B YCTAHOBICHHOM MOPSAIKE MPOLEAYP OLUEHKH COOTBETCTBUS CPE/ICTB
3alIUThl HH(OPMAIIHH;

- OIEHKOH 3()PeKTUBHOCTH MPUHUMAEMBIX MEp IO OOECHeUeHHI0 O0E30MacHOCTH MEPCOHAIBHBIX
JaHHBIX 110 BBoJA B akciutyarauuto MCII/1H;

- Y4€TOM MAIIMHHBIX HOCUTENEH MePCOHATbHBIX TaHHBIX;

- oonapyxenuem akroB HCJI k nepcoHanbHBIM JaHHBIM U IPUHATHEM MEp;

- BOCCTAHOBJICHHMEM IE€PCOHAIBHBIX NAHHBIX, MOAUPHUIIMPOBAHHBIX MM YHHUUTOKEHHBIX BCJEJICTBUE
HCJI x Hum;

- YCTAQHOBJICHMEM INpaBUJI AOCTyIa K MEPCOHAJIbHBIM JaHHbIM, oOpabarbiBaeMbiM B MCII/IH, a Takke
o0OecrieueHneM perucTpanuy U ydera BceX AEMCTBHM, COBEpIIAEMbIX C MEPCOHAIBHBIMU JAHHBIMU B
NCII/H;

- KOHTpOJIEM 3a NMPUHUMAEMbIMU MEpaMH MO 00ecredyeHHI0 0e30M1acCHOCTH MEPCOHAIbHBIX JAHHBIX U
ypoBHs 3amuienHoctu UCITH.

5.3.6 Pabotnuku JIOY gnomkHBl OBITH O3HAKOMIIEHBI MOJ pocnuch ¢ jgokymeHTamu JIOVY,
YCTaHABJIMBAIOUIMMU TOPSAOK 0O0pabOTKM MEepCOHAlIbHBIX JAaHHBIX, a Takke 00 WX [paBax,
00513aHHOCTSIX U OTBETCTBEHHOCTH.

6 OcHoBHBbIE TPeGOBaHMs K MpoleccaM odecnevyeHuss HH(POPMALMOHHOMH 0e30MaCHOCTH

6.1 Oowue nonoscenusn

Meroandeckoe pPYKOBOJICTBO, pa3pabOTKy KOHKPETHBIX TPEOOBaHWM IO 3amuTe HWH(POpMaIuH,
COTJIACOBAaHUE BBIOOpPA CPEJCTB BHIUMCIUTEIHHOW TEXHHKH M CBSI3U, TEXHUYECKHUX M MPOTPAMMHBIX
CPEJIICTB 3alllMThl, OPTAaHU3AIUIO PA0OT IO BBISIBJICHUIO BO3MOXKHOCTEH M MPETYNPEKICHUIO YTCUKH U
HapYIICHUS EJIOCTHOCTH 3allUIaeMOi HH(POPMAIIMH OCYIIECTBISIOT KOMIETCHTHBIE JOJKHOCTHBIC
muna [0V .

6.2 Quszuueckan 6e3onacnocms u 06€30nNAcCHOCMb HA padouem mecme

6.2.1 Cucrema 3amuthl 3gaHuil ¥ mnomemeHuid J[OY, O0OBEKTOB U TEXHUYECKHUX CPEICTB
nHpopmannoHHbIX cucteM JJOY obecnieunBaeT BHIOTHEHUE CIEAYIONINX (DYHKITU:

- pasrpaHnueHue aoctyna pabotHukoB B momemnieHus JJOY B COOTBETCTBHHM C MX MOJTHOMOYHUSMU U
(YHKIIMOHATBHBIMU 00SI3aHHOCTSIMU;

- peructpaiuo (HakToB BXoga pabOTHUKOB B TIOMEIICHHUS C MOBBIIIICHHBIMH TPEOOBAHUSMHU K PEKUMY
WX MOCEIIeHUs (CepBepHbIC TOMEIIECHUS, ADXHUBBI U T.11.);

- peructpanuio (HakToB BX0Ja TOCTOPOHHMX JHI] B 31aHusA IOV



- IPeIOTBpaIllEHHE JJOCTYIa IIOCTOPOHHUX JIUI] B TIOMEILIEHHS, T/I€ Pa3MEIICHBI alllapaTHbIC H CETEBbIE
pecypcbl ”HGOPMAITMOHHBIX CUCTEM;

- pa3peuIuTeNbHBIA PEeXUM BHOCA/BBIHOCA (BBO3a/BBIBO32) KOMITBIOTEPHOTO OOOPYIOBAHUS, CPEIICTB
3aMycy U XpaHeHus UHpopMaLnu.

6.2.2 Ompegensercss MepeYeHb TEXHUYECKUX  CPEJCTB, HAXOJSMUIUXCS B  CIECHHAIbHBIX
KOHTPOJIMPYEMBIX 30HaX.

6.2.3 K TeXHHYECKUM CpeACTBaM, KOTOpBIE BBIAEISAIOTCA B CIELMAIbHBIE KOHTPOJIUPYEMBIE 30HBI
HE00XO0IMMO OTHECTHU CJEIYIOIINE TPYIIIbI PECYPCOB:

- OCHOBHBbIE MH(OpPMAIMOHHBIC CEPBEPHl M CPEICTBA BBIUMCIUTEILHOW TEXHHKH, Ha KOTOPBIX
ocylIecTBIseTcs: 00padoTKa U XpaHeHne HHPOPMAIIUU OrPaHUYEHHOTO PACIPOCTPAHEHHUS;

- ceTeBoe 000PYAOBaHHUE U CepBEPHI, 00ECTIeUnBaIONINE PA0OTY KPUTHUECKUX CUCTEM;

- (paiimoBbIe cepBephl, HA KOTOPBIX XPAHITCS JaHHbIE, B TOM YHCIIE PE3EPBHEIE;

- KkputuuHble s gestensHoctH  JIOY  cHcTeMbl M KOMMYHHKAIIHOHHOE 00OpyAOBaHHE,
obecrieunBaroriee BHENTHUE KoMMyHUKauu JJOY.

6.2.4 KoHTponupyeMble 30HbI 3allULIAI0TCS] COOTBETCTBYIOIMMHU CUCTEMAMM KOHTPOJIS U YIIPaBJICHUS
JOCTYIIOM, O0OecreurBas JOCTYH TOJIbKO aBTOPU30BAHHOMY [IEPCOHAITY.

6.2.5 Jloctynn B KOHTPOJUPYEMBIE 30HBI CTOPOHHMX JIMI WM IPEACTaBUTENEH IPYIMX OpraHu3alui
BO3MOKEH TOJIKO B COMPOBOXACHUH YIIOJTHOMOYEHHOTO padotHuka JI0Y.

6.2.6 Pa3memenue W dKCIUTyaTaus pabOuYMX CTaHIIMA, CEPBEPOB U ceTeBoro obopynosanus JOY
OCYILIECTBIISICTCS B TMOMEMHICHHUSIX, OOOpPYIOBaHHBIX 3aMKaMH, CPEICTBAMHU CHUTHAIHM3alMu U (Tpu
HEO0XOAMMOCTH) TTOCTOSIHHO HAXOSIINXCS TI0J] OXPAHOH MM HAOII0OJCHUEM.

6.2.7 Pa3melienrne TeXHUYECKUX CPEACTB BhIBOJA U OTOOpaskeHus uH(popmanuu B nomenieHusx JOY
MPOU3BOJUTCS C YYETOM WCKIIOYCHHS BO3MOXHOCTH BHU3YaJbHOTO TIPOCMOTpa HH(GOpMAIHH
MIOCTOPOHHUMH JIMIIAMU M TIEPCOHAJTIOM, HE IOMYIICHHBIM K paboTe ¢ JaHHOW uHbopMaIuei.

6.2.8 Pabornuku JIOY Ha MOMEHT CBOEro OTCYTCTBUSI Ha paboueM MecTe 00s3aHbl HCKIIOYUTH
BO3MOXXHOCTh Halu4Msi Ha pabodyeM CToJieé JOKYMEHTOB WJIM HOCUTENEH C 3aluilaeMoi
nHpOpMaInnen.

6.2.9 TexHuueckue cpeicTBa U 00OPYIOBaHHUE JOKHBI Pa3MEIIaThCs U XPAHUTHCA TakuM 00pa3om,
YTOOBI COKPATUTH BO3MOXKHBII PUCK €r0 NOBPEXKACHUS U YrPO3bl HECAHKIIMOHUPOBAHHOIO JOCTYTIA.
6.2.10 ITomemenus IOY nomkHbI O6ITH 000PYAOBaHBI JETEKTOPAMU JIbIMA, OTHETYIIUTEIISIMHU.

6.2.11 OcHoBHOe TexHu4yeckoe odopyaoBanue [JOY momkHO OBITH 3alIUINEHO OT TepedoeB B mojiayue
3JIEKTPOIHEPIUU MYTEM MOJKIIOUYEHUS K 3JIEKTPOCETH C MPUMEHEHHEM HMCTOYHHUKOB OecrepeOoitHoro
nuTanus. Victounnkn OecriepeOoiHOTO MUTaHUsT HEOOXOAMMO PETYJSPHO TECTUPOBATh U MPOBEPATH
YIIOJIHOMOYEHHBIM paboTHHKaM /IOY B COOTBETCTBUM C PEKOMEHIALIUSAMH TPOU3BOANUTEIIS.

6.2.12 Tlonp3oBaTenu MNOPTATHUBHBIX TEXHUYECKUX CPEJICTB HE JOJDKHBI OCTaBJIATh TEXHUYECKOE
00opyZi0BaHUE U HOCUTENU HH(popMaIuu 6e3 MpucMoTpa.

6.2.13 [TopTaTUBHBIE TEXHUYECKHE CPEJCTBA HE JIOJKHBI OCTABAaThCA 3a MpejeaaMi KOHTPOIUPyeMon
3086l JIOY nonbiie, yeM Toro TpedyeT ciyxeOHas HEOOXOIUMOCThb, €CIIM HMHOE HE OIpe]esIeHO
pyxoBozacteoM JIOVY.

6.3 bezonacnocmo npu padome ¢ Hocumenamu uHgopmayuu

6.3.1 B JIOY nomxHbl coOmoaaThCcsi Mepbl o Oe30macHoi paboTe ¢ 3IEKTPOHHBIMU HOCUTENSMU
MHGOpMALUU C LIEIbI0 KOHTPOJIS UX HUCHOJBb30BAHUSA, JUIS MPEOTBpAIEHHs] HECAHKLIIMOHUPOBAHHOTO
KONMPOBAHUS W pa3TJalieHusl 3allriaeMoil HHOpMaIMH, BHECCHUS M3MEHEHUH WM YHUYTOXXCHUS
yKa3aHHOH MH(OpMAINH, a TAaKXKe BHECEHHS H3MEHEHHUH B paboTy HH(OPMAIIMOHHBIX CUCTEM.

6.3.2 Pabotauku JIOVY nomxHBI HCNONB30BaTh AEKTPOHHBIE HOCUTENINW HHMOPMAIMU TOJBKO s
BBIMIOJIHEHUSI CBOMX CIY)KEOHbIX oOs3aHHOcTeil. Mcnonp3oBaHHWe DIEKTPOHHBIX  HOCHTENEH
nHpopmanuu B JIOY B UHBIX HENAX CTPOTO 3aIPEIICHO.

6.3.3 DOnekrponHsle HocuTenu uHpopMmarmu B JJOY nomkHBI OBITH YYTEHBI IyTeM NPUCBOCHUS
Ka)KJJOMY HOCUTEIII0O UHBEHTapU3allMOHHOI'O0 HOMEpa 1 Ha3HaueHus Biajieiblia.

6.3.4 DnexkTpoHHBIE HOCUTEIH HH(OPMAIMMU JODKHBI XPAaHUTHCS B TMOMEIICHUSX, HUCKIIOYAIOLINX
norydenue Kk HuM HCJI, mpu 3ToM T0JDKEeH OBITh 00eCTIeYeH KOHTPOIb JOCTYMa K HOCUTEISIM.

6.3.5 JIs1 KOHTPOJIA MPOLIECCOB MCIIOJIBb30BAHUS M XPaHEHHsI JIEKTPOHHBIX HOCUTeNeH MHpopManuu
JOJKEeH OBITh pa3padoTaH MOPSAIOK MJIAHOBOW MHBEHTapU3allMi HOCUTENEH.

6.3.6 B cinyyae Kpaku WIM TOTEpPU OIIIEKTPOHHBIX HOCHTENeld HHPOpPMAlMU, a TaKXKe MHBIX
WHIMICHTOB, KOTOpBIE MOTYT IPHBECTH K pAa3TIAlICHUIO 3allWIIaeMoi WH()OPMAIUH, IOJKHBI
MIPOBOJIUTHCS MEPOTIPUATHS IO pacciaeIOBaHUIO YKa3aHHBIX WHIMCHTOB.



6.3.7 Ilpu CHATHU 3JEKTPOHHOTO HOCUTEIS MH(OPMAIMK C IKCIUTyaTalluy, BCE JaHHbIC, XPaHSIINECs
Ha HEeM, JJOJKHBI ObITh TAPAHTHUPOBAHHO CTEPTHI.

6.3.8 Ilpum yTuIM3anmuM SJIEKTPOHHBIX HOCUTENeH wuHpoOpMalMu JODKHA ObITh oOecredyeHa
HEBO3MO>KHOCTh BOCCTAHOBJICHHUS 3alIMCAaHHON Ha HUX UH(OPMALIUH.

6.3.9 ®akT yHHUYTOXEHHS HHPOPMALMU W YTWIN3ALUMU HOCHUTENS WHPOpMaUuu (UKCUPYETCS B
COOTBETCTBHUH C MOPSAIKOM, yCTaHOBJIEHHBIM B JIOVY.

6.4 Texnuueckoe oocaysycueanue 060pyoosanus

6.4.1 Texuumueckue cpencrBa Bcex cucteM JIOY nobKHBI NMPOXOAWTh HA PETYJIAPHOW OCHOBE
CEpBUCHOE 0OCTYKUBAaHHE B COOTBETCTBHH C PEKOMEHIAIMSIMH ITPOU3BOIUTENCH 000pYyA0BaHHUS.

6.4.2 PeMOHT u cepBHCHOE OOCIyXKHBaHHE OOOpPYIOBaHUS JOJIKHBI BBINOJHATHCS TOJIBKO
KBaJTM(UIIUPOBAHHBIM TIEPCOHAIIOM.

6.4.3 Texuuueckoe oO0CITyXKMBaHHE 000PYIOBAaHUS U CUCTEM CTOPOHHUMHU OPraHU3aLUSIMU HE JOJIKHO
MPUBOAUTH K PUCKY HApYIIEHUS KOH(OUACHIMAIBHOCTH 3aIIUIIaeMOi HHPOPMALIUH.

6.5 B3zaumooeiicmeue c mpemoumu auyamu

B memsx obecneuenust nHpopmanmonHoi Oe3omacHocTr JIOY mpu B3aMMOACHCTBHH C TPETHHMH
JUIAMH JIOJKHBI BBITIOJIHATHCS CIIEAYIONINE MEPOIPUSITUS:

- 3aKJIFOYCHHE COTJIAIICHUS O HepasrialeHul KOHGUAeHIMaTbHONH HH(pOopMaIy;

- KOHTPOJIb 32 ICUCTBUAMU TPETHUX JIULL;

- B JOroBOpax ¢ TpeTbMMM JUUAMH npenycMmarpuBatb npaBo JIOY Ha mnpoBeneHue ayaura
obecrnieueHurs 6€30MaCHOCTH TOM HH(POPMAIIHH, KOTOpask IEpeacTcst TPETHUM JIUIaM.

6.6 Aumueupycnan 3auguma

6.6.1 B mensx npeaynpexaeHus, oOHApYKEHUS U YCTpaHEHHUs BPEIOHOCHBIX mporpamm B IOV Ha
IIOCTOSIHHOM OCHOBE JJOJIKHBI MCIIOJIb30BaThCS CPEACTBA AHTUBUPYCHOM 3aIUTHI.

6.6.2 OOs3arenbHOMY aHTHBHUPYCHOMY KOHTPOIIO JIOJDKHA TOJJIeKaTh Jrobas uHbopMaius
(TexcroBbie (Qaitmpl THOOBIX (opMaTOB, (ailyibl JaHHBIX, HUCIOJHSAEMBbIE (Gailyibl), ModydaeMas u
nepenaBaeMasi 1O TEJICKOMMYHUKAIIMOHHBIM KaHalaM, a Takke wuHpopMalus, XpaHuMas Ha
MIOJIKJIFOYAEMBIX ChbEMHBIX HOCUTEISX, IPU HEITOCPEACTBEHHOM OOpallleHuH K Hell.

6.6.3 Ilpu ycTtaHOBKE MpOrpaMMHOI0 o0ecrieueHus Ha cepBepbl nHpopmannoHHbix cucteM JOY wiun
uX OOHOBJIEHMH JIOJDKHA aBTOMATHYECKH BBINOJHATBHCS IMpEIBAapUTEIbHAs IPOBEPKA JTAHHOTO
MPOrPaMMHOTO OOECTeueHusl Ha OTCYTCTBHE BPEIOHOCHOTO MPOTPaMMHOT0 00eCTIeueHUsI.

6.6.4 CurnarypHsie 0a3bl BPEIOHOCHOTO NPOTPAMMHOTO OOECIEYCHHUS M AHTHBUPYCHBIE CPEICTBA
3aIUThI JOJDKHBI PETYISIPHO OOHOBIISATHCS.

6.6.5 Tlonws3zoBarenu uHpopmarmoHHBIX cucteM JIOY He MOKHBI UMETh BO3MOXKHOCTH TOJIYUCHHS
J0CTyNa K KOH(UTYpaIllui aHTUBUPYCHOT'O CPEJCTBA 3ALUTHI UM €T0 OTKIFOYEHHUS.

6.6.6 B JIOY HeoO0XoauMo ONpenenuTh TMpoueaypy [isi o0O0paOOTKM ¢  BOCCTAHOBJICHHS
WH(UIMPOBAHHBIX JAHHBIX U OTCICKUBAHUE UCTOUHUKA 3apaKCHHUS.

6.7 Konmpons 0ocmyna K uHhopmayuoHHsIM cucmemam

6.7.1 Bce paGotauku JIOY, nomymeHHble K paboTe ¢ HMH(OPMAIMOHHBIMH CHCTEMaMH, HECYT
MIEPCOHANBHYIO OTBETCTBEHHOCTh 32 HAPYILIEHHUS YCTAHOBJIEHHOTO MOpsiika 00paboTKu MHpOpMaIH,
IIpaBWJI XpPaHEHUs, UCIIONB30BaHMUS M INEPENadyl, HAXOMAIMXCAd B HUX PACIOPSDKEHUHU 3alllMIIacMbIX
PECYPCOB CHUCTEMBI.

6.7.2 YpoBeHb MTOJTHOMOYHI MOIb30BaTelNs B HH(popMaMoHHOH cucteme JJOY noimkeH onpenensThes
B COOTBETCTBUU C €T0 JOJKHOCTHBIMH 00sI3aHHOCTSIMU M MPOU3BOACTBEHHON HEOOXOAMMOCTHIO.

6.7.3 Joctyn mnonb3oBateneil k uH(poOpManMOHHBIM cucteMaM JIOY nomkeH KOHTPOJIMPOBATHCS
aJIMMHHUCTPATOPOM CHUCTEMBI.

6.7.4 OcyliecTBIEHUE PETYIIPHOTO KOHTPOJIA BBINOJIHEHHUS TOJIMTHK U MHBIX JOKYMEHTOB,
KacaroluXxcs periaMeHTaIuu gomycka pabotaukoB JIOY k nHGOpMaAIMOHHBIM CHCTEMAaM.

6.8 Hoenmuguxkayua u aymenmugpuxkayusn

6.8.1 JlocTyn monbs3oBareneit K ”HGOPMAIIMOHHBIM CUCTEMaM JIOJKEH MPEA0CTaBIATHCS TOJIBKO TOCTIE
YCIIEIIHOTO 3aBEPIIECHUS MPOLEAYp UACHTU(DUKAMH, ayTCHTU()HUKALUU U aBTOPU3ALIH.

6.8.2 TlomydyeHue moJb30BaTENIeM HMEHM B CHCTEME M NapoJbHOM HHQPOpMAIUHM, KOTOpbIe
o0ecreynBalOT JIOCTYNl IIOJIb30BaTeNii K pPecypcaM CHUCTEMbI, JIOJDKHO OCYILECTBIIATHCS IO
MIPEJICTAaBICHUIO PYKOBOJIUTENEH CTPYKTYPHBIX NOJIpa3AeieHUH.

6.9 bezonacnocms naponn



6.9.1 C menpio obecrieyeHHs 3alIUTHl OT HECAHKIIMOHMPOBAHHOTO JOCTyNa K HH(OPMAIMOHHBIM
CHUCTEMaM YyCTAHABJIMBAIOTCS TPEOOBaHMS K BBIOOPY MapoibHOW HHpOpMAIUH, 00ECIICUNBAIOIINE
JNOCTAaTOYHYIO CTEIIEHb CTOMKOCTH IAPOJIEH.

6.9.2 Jlna obecrieueHrs KOH(DUICHIIMATLHOCTH MMapOJIbHONW MH(GOPMAIIMH TTOJIH30BATEIIO 3aMpPeniaeTcst
XpaHUThb 3HAYCHHMS CBOMX IMaposiel Ha OyMa)KHOM HOCHTENE B OTKPBITOM BHJIE M B CBOOOTHOM
JOCTYyIIE.

6.9.3 Jlna oOecneueHus: KOH(MUACHIMAIBHOCTH TApPOJBHOM HMH(OPMAIMK  IOJIb30BATEISIM
3aIpelaercs nepeiaBaTh 3HaU€HUs CBOMX MapoJIe TPEThUM JIULAM.

6.9.4 Tlpu BBOIE maposis MONb30BaTENIeM Ui AocTyna K uHpopmanuonnoit cucreme OV nomxHO
HCKJIFOYAThCsl 0TOOpakeHUe MaposibHOM HH(pOpMaLMK Ha SKpaHe MOHUTOPA B OTKPBITOM BHJIE.

6.9.5 Ilpouenaypa cMeHBI TapoyibHON WHGpopManuu B uHbopManuoHHbIX cuctemMax [1OY pomkna
IIPOBOJIUTHCS HA PETyJIIPHOM OCHOBE.

6.10 Pecucmpayusn coovimuii

OcymiecTBieHHue perucTpauuu coObITUH 0E30IaCHOCTH HAa BCEX KOMIIOHEHTaX HH(OPMALMOHHBIX
cucreM JIOY, B KOTOpbIX 0OpabaThIBaeTcs, XpaHUTCS WM IO CPEICTBAM KOTOPBIX MEpeaaeTcs
3amuiaeMas HHpopManus.

6.11 Ucnonvzoeanue CK31

6.11.1 Pemenue 00 ucnons3oBanun CK3M B mHTepecax 3amUThl COOCTBEHHBIX HH(POPMAIIMOHHBIX
pecypcoB npuHHUMaeTcst pykoBoAcTBOM JIOY B COOTBETCTBHM C 3aKOHOJATENLCTBOM Poccuiickoii
®Oenepanuu.

6.11.2 TIpu osxcruryarammn CK3UW u kmodeBoit mHpopmammu Bce coTpyaHukd JOY  momkHBI
BBINOJIHATh TpPeOOBaHUS HOPMATUBHBIX IPABOBBIX AKTOB, M3/1aBaeMbIX (elepaIbHbIM OpPraHOM
WCIIOJTHUTEIIEHOM BJIacTH B o0yacTu obecriedeHus 6e3omacHoctu, 1okyMeHToB JIOY mo obecrnieueHuto
6e3onacHoctu ucnoab3zoBanus CK3U, a Takke 3KCIUTyaTallMOHHOW JTOKYMEHTALUU IPOM3BOIUTENS
CK3MH.

6.12 be3onacHocTh HHGPOPMALMOHHOM CETH

6.12.1 YcraHoBieHre HaJJIeKAIIEro KOHTPOJS B OTHONICHUH JIOKAJIBHOW BBIUUCIUTEIHLHOM CETH U
BCEX BHEIIHUX MH(pOpMaMOHHbIX KoMMyHHUKai IOV ans oGecrnieyeHus 3alMThl JaHHBIX U 3aIUThI
nHpopmannonubix cucreMm JJOY or HC/I.

6.12.2 JlomxHbI OBITH ONpEAEICHbI eI UCII0NIb30BaHusl ceTu MHTepHeT u TpeGoBaHus K Mpoueaype
ucronb30BaHus pecypcoB cetu WMutepHer. Mcnonb3oBanue cetu MHTEepHET paOOTHUKOB B JIMYHBIX
LEJIAX JIOJDKHO OBITh CTPOTO 3aIPEIICHO.

6.12.3 Jloctyn k uH(pOpMalMOHHBIM cepBUcaM ceTtu MHTepHeT npenocrasnsiercs pabotHukam JJOY
TOJIBKO B CJIy4ae MPOU3BOJICTBEHHON HEOOXOAMMOCTH.

6.12.4 TlogxntoueHue Kk ceTu VIHTEpHET TOJIKHO OCYIIECTBISATHCSA TOJBKO MPH OPraHU3alUU 3alIUThI
COEIMHEHMS U CIIEUANIBHBIX IPOTPAMMHBIX CPEJICTB 3ALUTHI.

6.12.5 PazpemnTenbHble MOJUTHKU AOCTyNa B VHTEpHET NOJKHBI TEXHUUYECKHU PEaTn30BBIBATHCS
CMEeLUATU3UPOBAHHBIM POTPAMMHBIM 00ECTIEYCHHEM.

6.12.6 KoHTpoib MCHONB30BaHUSI paOOTHUKAMU pecypcoB ceTd MHTEpHET JOIKEH OCYIIECTBIATHCS
YIIOJIHOMOYEHHBIMU paOOTHUKAMHU Ha IMOCTOSTHHOM OCHOBE.

6.13 Hcnonp30BaHne KOPIOPATUBHOMN 3JIEKTPOHHOM MMOYTHI

6.13.1 Cucrema KOpPHOpaTHMBHOM 3JIEKTPOHHOW IOYTHl JOJDKHA Hcrosb3oBatbed B JIOY ¢ mensro
OpraHm3aiu oOMeHa 5SJEeKTPOHHBIMH COOOLIEHUSIMU MEXIy paOOTHUKaMH, a TaKXkKe MEXIy
pabotHukamu JIOY 1 BHEIIHUMH aOOHEHTaMHU.

6.13.2 B JIOY nomkHBl OBITH YETKO ONpENeTIeHB TPEOOBAHMS K WCIOJIB30BAHUIO CHCTEMBI
KOPIOPaTUBHOM 3JIEKTPOHHOM MOYTHI.

6.13.3 IlpenocraBieHue U NpeKpalleHue J0CTyNna K pecypcaM KOPIOPAaTUBHOM 3JIEKTPOHHOM IOYTHI
JOJDKHO OCYILECTBIIATHCS TOJIBKO HAa OCHOBE 0(OPMIIEHHON 3asBKH.

6.13.4 B JIOY nomkHO OBITh YCTAaHOBJICHO CIEIUAIBLHOE MPOTrpaMMHOE OOECTeUeHHE,
OCYILECTBIISIONIEe KOHTPOJIb BCEX BXOMSIIMX COOOIIEHUI Ha HaJM4ue BPEAOHOCHOTO MPOrPaMMHOI0
o0ecrnieueHusl.

6.13.5 B JIOY nomkHbl OBITH NPEIyCMOTPEHBI MEXaHU3Mbl ApPXUBUPOBAHHMS M PE3EPBHOTO
KOIMPOBAHHUS KOPIIOPATUBHOM 3JIEKTPOHHOM MOYTHI B aBTOMAaTHYECKOM PEXHUME.

6.14 Pe3epBHOE KONMPOBAHUE M BOCCTAHOBJIEHHE JAHHBIX

6.14.1 OcymiecTBiaeHUE Pe3EpPBHOTO KOMMUPOBAHUS JUIS:

(] ¢aityIoBBIX CEpPBEPOB U CEPBEPOB MPHIIOKEHUH, KpUTUYHBIX 115 AesTenbHocTd JJOY;



(] omepalMoOHHBIX CUCTEM (PaiJIOBBIX CEPBEPOB M MPUKIIAJAHBIX TPOTPaMM;

(] IpuI0KEeHUH, KpUTUYHBIX Ui AesiteabHocTH JJOY;

] pabo4nx JaHHBIX.

6.14.2 Yactora W pPEXKHUM PE3ECPBHOTO KOIMMPOBAHUS YCTAHABIMBAIOTCA TAaKUM 00pa3oM, YTOOBI
o0ecreunTh MUHUMAIBHYIO TIOTEPIO JJAHHBIX U JOMYCTUMOE BPEMsI BOCCTAHOBIICHUSI.

6.14.3 PesepBHOE KONMHMPOBaHHUE M BOCCTAHOBJIEHUE pecypcoB HH(popmanuoHHbIX cucreM JIOY
JIOJKHBI IIPOBOJIUTH YIIOJTHOMOUYEHHBIE paboTHUKH JJOY.

6.14.4 PesepBHOE KOMUPOBAHHUE JOJDKHO OCYIIECTBISATHCS B aBTOMAaTHYECKOM PEXKHUME C
MIPUMEHEHUEM CIIEIMAIM3UPOBAHHOTO MMPOTPAMMHO-ANIIAPATHOTO KOMIUIEKCA.

7 OcHOBHBbIE TPeGOBAHUS K MpoLeccaM ynpasjeHuss HHGOPMANMOHHOI 0€301aCHOCTHIO

7.1 Ynpaenenue puckamu

7.1.1 Bribop TtpeOoBaHMii 1O HWHPOPMAIMOHHON O€30MaCHOCTH W 3alIUTHBIX MEXAaHHU3MOB,
MPUMEHSIEMbIX B cUCTeMe MH()OPMAIIMOHHOM 0€30MacHOCTH, JTOJKEH OCHOBBIBATHCS HA MPOBEACHHUU
aHajgM3a PHUCKOB HAPYIIEHUS OCHOBHBIX CBOMCTB 0€30MacHOCTH Ui Haubosiee KPUTHYHBIX
nHpopMannoHHbIX pecypcoB JIOVY.

7.1.2 OCHOBO# OLIEHKH PUCKOB JOJDKHA OBITH OIEHKAa YCJIOBUH M (haKTOPOB, KOTOPHIE MOTYT CTaTh
MPUYMHON HAPYIIEHUS CBOMCTB LIEJIOCTHOCTH, KOH(PHUACHINUATHLHOCTH M JOCTYIHOCTH ISl PECYPCOB
nHpopMannoHHoi cuctemsl JJOY.

7.1.3 Pe3ynapTaToM MpOBEIEHUSI aHAIM3a PHCKOB JOJDKEH OBITh KOMILIEKC MEp, HAlpaBJICHHBIX Ha
CHIDKEHHE BO3MOYKHOT'O HETAaTHMBHOTO BIIMSHHUS Ha OCHOBHYIO aestensHocTh JIOY mpu peanuzanuu
TOM WIAM HHOM yrpo3pl, © 00ECIEeYMBAIOUIMX JOCTATOYHBIH YPOBEHb  3aIUIICHHOCTH
nHpopManMoHHBIX cucteM JJOVY.

7.2 ¥Ynpaenenue unyuoenmamu ungpopmayuonnou 6ezonacnocmu

7.2.1 JIns obecrieueHust 3PEKTUBHOTO pa3pelieHUus] HHIUISHTOB HH(OPMAITMOHHON OE301MacHOCTH B
JOY, MUHUMH3AIMHI TOTEPh U YMEHbBIIIEHUSI PUCKAa BOSHUKHOBEHHSI TOBTOPHBIX MHIUACHTOB JIOJKHO
OCYIIECTBIATHCS d3PPEKTUBHOE YIIPABJICHNE HHITUICHTAMU WH(OPMAITMOHHON 0€3011aCHOCTH.

7.2.2 Jlns ynpaBneHUss HMHUUJACHTaAMH WHGOPMAIMOHHON O€30MacHOCTH [OJDKHA OBITh CO3JaHa
crcTeMa ydeTa MPOU3OMIEAIINX HHIUACHTOB, KOTOpas MPEACTABIACT cO00l KOMIUIEKC CPEICTB U
MEPOTPUATHIA J1si cO0opa M KOHCOMUIAUN HHPOpMalK 00 HHIUACHTAX.

7.2.3 B OTHOWIEHHH KaXJOTO IMPOW3OIIEANIETO HHIMCHTA IOJDKEH BBINONHATHCS €r0 aHajlu3 M
pa3paboTka 3P PEeKTUBHBIX MEp pearnpoBaHUs Ha JAHHBIA UHIIUJICHT.

7.3 Monumopunz mexyuyezo ypoens unghopmayuoHHoil 6e30nacnocmu

7.3.1 JIna oOecneuyeHHs] BBICOKOIO YPOBHS KOHTPOJS B OTHOIIEHHMM CHUCTEMbI oOOecredeHus
nH(popmanroHHoi 6e3omnacHocT B JJIOY Ha NOCTOSSHHOM OCHOBE JIOJIKEH MPOBOAUTHCS KOMITJIEKCHBIN
aHaJM3 CYILECTBYIOUIMX 3aIUTHBIX MEXaHM3MOB M BO3HUKAIOUIMX HHIMJCHTOB HMH(OPMAIMOHHON
0€30MacHOCTH, a TaKKe IMEepUOJUYECKUIl ayquT Bced CUCTeMBbl oOecreueHus HWH(OPMAalMOHHON
0€30MacHOCTH.

7.3.2 Ilponecc MOHUTOpPHHIA CHCTEMbI oOOecreueHus: HHQPOPMAIMOHHON O0€30IacHOCTH JOJKEH
BKJIFOYATh B c€0sl KOHTPOJIb OPraHU3allMOHHBIX U TEXHUYECKUX 3allUTHBIX MEp, aHAJU3 MapamMeTpoB
KOH(HUTypaIy U HACTPONKH 3aIIUTHBIX MEXaHNU3MOB.

7.3.3 Ilpu mpoBeleHUH KOHTPOJIBHBIX MEpOIPHUITHH, CBS3aHHBIX C OLIEHKOH (YHKIIMOHUPOBAHUS
s3anmTHEIX Mep B JIOVY, ymomHOMOYeHHBIE PaOOTHHKH JOJDKHBI TPUACPIKUBATHCS CIETYIONNX
MIPUHIUIIOB!

- He HapymaTh QyHKIMOHUPOBaHUE TeKylien nestenbHocT JOY;

- JieficTBOBaTh B COOTBETCTBMM C BHYTpeHHUMH JokyMeHTamu JIOY 1o wuH(pOpMarMoHHON
0E30ITacHOCTH;

- HE CKpbIBaTh (DAaKTHl BBIABIEHHBIX WHIMIEHTOB M HapylIeHUH TpeOoBaHUM HH(MOpMAIIMOHHOMN
0C30ITacHOCTH;

- 0oQOpMIIATH OTYETHI, IOATBEP)KAAIOLINE BBHIMOJIHEHHE MEPONPUATHH 1Mo  obecredyeHuro
MH(OPMALIMOHHON OE30MaCHOCTH.

7.3.4 Undopmariysi, HodydeHHas: B X0/ NMPOBEIACHUS KOHTPOJIUPYIOUIMX MEPOIPUITUN O JeHCTBUSX,
COOBITHSIX M TIapaMeTpax, UMEIOIINX OTHOIIeHHE K (hYHKIIMOHMPOBAHMIO 3alIMTHBIX MeEp, TOJDKHA
KOHCOJIUJUPOBATbCS U XpaHUTbCI B MecTaX, MCKIIOYAIOIUX  MOJy4YeHHe K  HeH
HECAHKIIMOHUPOBAHHOTO JOCTYIIA.



7.3.5 MOHUTOPHHI JAHHBIX O 3apPETHCTPHUPOBAHHBIX COOBITUSAX WH(POPMALMOHHOM O€30mMacHOCTH
JOJKEH MPOBOJUTHCS, 110 BO3MOKHOCTH, C UCIOJIB30BaHUEM BCTPOEHHBIX MEXaHM3MOB HACTPOUKH U
aynuTa COOBITHIA B TMPOTPAMMHBIX W TMPOTPAMMHO-TEXHUYECKUX CpPEICTBAX, HCIONb3yEMbIX B
nHpopMannoHHbIx cucreMax J[OVY.

7.4 Ayoum cucmemut obecneuenun uHhopmayuoHHou He3onacHocmu

7.4.1 B mensx OIECHKM TEKYyIIEro YpOBHS HWH(POpPMAIMOHHON O€30MacHOCTH YIOJIHOMOYEHHBIE
pabotauku JIOY Ha peryasipHOi OCHOBE TOJIKHBI IPOBOJAUTH ayAUT HHPOPMALMOHHOM O€30MaCHOCTH.
7.4.2 BHyTpeHHHE ayIUThl WIH CAMOOLEHKHU JOJKHBI BBITOIHATHCS, IO BO3MOKHOCTH, paOOTHUKAMU
JOV.

7.4.3 Pe3ynabTaToM BBIMIOJHEHUS ayIUTOB MO0 MHGOPMAIIMOHHOIN 0€301MaCHOCTH JIOJKHBI CTaTh OTUYETHI
O BBINOJHEHHOM ayAuTe HWHPOPMALMOHHOM  0€30macHOCTH, KOTOpble  pa3pabaThIBalOTCSA
crneruanuctamu JJOY.

7.4.4 Tlo pe3ynbraraMm ayauTa YIOJIHOMOYEHHBbIE pAa0OOTHUKM M OTBETCTBEHHBIE mojapasnaenenus 10V
JOJKHBI ONPEAETUTh JIeHCTBUS, HEOOXOAUMBIE ISl YCTpPaHEHUs OOHAPY>KEHHBIX HECOOTBETCTBHM B
MpoIIeCcCe ayJUTa, U BBI3BABIIUX UX MPUYUHBI.

7.5 Ynpaenenue nepconanom

7.5.1 Opranu3zaiys Takoro mporecca yrpaBiIeHHs IEPCOHATIOM, KOTOPBIA 00€CIEeYHT TOBEPUTEITHHOE
OTHOIIEHHE K pabOTHMKAM, a TakKXe OpraHu3yeT KOMIUIEKCHOE MPOTHUBOJCHCTBUE Yrpo3aM
MH(POPMAIIMOHHOM 0€30MacHOCTH, UCXOAAIINM OT repconana J10Y.

7.5.2 BolnonHeHue 00s3aTeNbHBIX MPOBEPOK IMPH IpPHEME HOBBIX PAOOTHMKOB Ha pabOTy C TOYKHU
3peHusl JIOCTOBEPHOCTH COOOILIAEMBIX MMM JAHHBIX U C IMO3WLUU OLEHKH WX MPOPECCHOHANbHBIX
HABBIKOB.

7.5.3 Opranusamnusi padoThl B HAIpPaBICHUH IMOBBIIICHUS OCBEAOMJICHHOCTH M OOYYCHHs B 00iacTh
nH(pOpPMaMOHHOMN 06€30MacHOCTH.

7.5.4 TloBblieHUE OCBEIOMIIEHHOCTH paboTHHKOB IOV

- o cymectBytomuM B JIOY nonutukam nHGOpMaimoHHON 6€30MacHOCTH;

- o ipuMensieMbiM B JIOY 3amuTHbIM Mepam;

- TI0 MPABHJIBHOMY HCIIOJB30BAaHUIO 3AIIUTHBIX MEP B COOTBETCTBUU C BHYTPEHHUMH JIOKYMEHTaMU
JOV.

8 3akur0uenue

8.1 Hacrosmas Ilonutuka sBnsercs BHYTpeHHUM jaokymeHToM JIOY, o0menocTynHoi U MOATIeKUT
pa3MenieHno Ha opuimanpHoM caiite JJOY.

8.2. Hacrosmas IlonmnTuka NOJIEKNAT HM3MEHEHMIO, JOINOJHEHUIO B ClIydac IOSIBICHHS HOBBIX
3aKOHOAATENbHBIX AKTOB U CIEUUAIbHBIX HOPMATHUBHBIX JOKYMEHTOB MO 00pabOTKE M 3aluTe
IIEPCOHAIBHBIX JIAaHHBIX, HO HE pPEK€ OJHOro pa3a B Tpu roja. IIpm BHeceHMM W3MEHEHUI B
aKTyaJlbHOM pelaklMM YKas3blBaeTcsd jaara mnocienHero oOHosieHus. Hosas penakumst I[lonutuku
BCTYNAE€T B CHJIy C MOMEHTAa €€ pa3MELICHMs], €CIM MHOE HE IPEeIyCMOTPEHO HOBOW pelaKkuuen
[Tonutuku.

8.3. Konrtponp ucnonmHenus tpebGoBaHuil HacTosmed [IOMUTHKM OCYIIECTBISETCS OTBETCTBEHHBIM
JUIIOM 32 obecrieueHrne 0e30MacHOCTH EPCOHANBHBIX aHHbIX [[OVY.

8.4. OtBeTcTBEHHOCTh AODKHOCTHBIX Jun JIOY, wuMeromux JocTyll K KOH(pHIESHIHAIbHON
nH(pOpMallMK, 3a HEBHIOJHEHUE TpeOOBaHUII HOPM, pETYIUPYIOUIMX 00pabOTKy M 3aluTy
uHpoOpMalnY, ONpenenseTcs B COOTBETCTBUU C 3aKOHOAATeNbcTBOM Poccuiickoit denepanyu u
BHYTpeHHUMH JoKymeHTamu JIOVY.



		2026-05-05T16:53:30+0400
	Аннаева Гульнара Дурдыназаровна
	я подтверждаю этот документ своей удостоверяющей подписью




